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here is general agreement that the “principle of bal-
ance”1 should guide controlled substance policy and
regulation in the United States.2 Although the di-

version of controlled substances from medical to
nonmedical purposes is a significant public health prob-
lem, overly aggressive controlled substance regulation has
been shown to have an unintended deterrent effect on ap-
propriate controlled substance use,3 including pain
management with opioid analgesics.4 The promotion of ef-
fective pain management and the reduction of substance abuse
are equally important regulatory objectives. Neither regula-
tory objective need be sacrificed to achieve the other. Rather,
the two objectives must be balanced with each other to as-
sure that necessary pain management is encouraged while
drug abuse is curtailed.5

Approximately 75 million people in the United States
suffer from severe pain. Fifty million of these suffer chronic
pain, and 25 million suffer acute pain from trauma or sur-
gery.6 Pain is not merely an uncomfortable symptom. It is a
pathological condition that can adversely affect the outcome
of treatment for other conditions.7 The direct economic cost
of pain in the United States is about $79 billion annually.8

This figure does not reflect the diminished quality of life as a
result of suffering. Many patients in pain receive inadequate
treatment or no treatment, despite the availability of safe and
effective pharmacologic and nonpharmacologic treatment
options.9

One significant barrier to the use of medications for the
treatment of pain is that physicians, pharmacists, and other
clinicians have difficulty discerning the difference between a
patient who legitimately suffers pain and one who is pre-
tending to be in pain for the sake of obtaining drugs.10 Pain is

a disease that cannot be ruled out by an evaluation of labora-
tory values, radiologic imaging, or a physical examination.
Health care providers rely largely on patient interviews and
histories to determine a patient’s need for pain medications.11

They depend on their interpretation of what they see and
hear to distinguish between pain patients and drug diverters.
It is not an easy job. Conscientious and caring physicians and
pharmacists have been duped into prescribing and dispens-
ing opioid analgesics for persons who have no legitimate
medical need.12

To gather evidence on the problem of inappropriate pre-
scribing and dispensing of controlled substance medications,
and to facilitate a resolution to the problem, seventeen states
have adopted some sort of prescription monitoring program.13

Many early programs used ink-on-paper multiple copy pre-
scriptions or serialized prescriptions. With the advent of
computerized pharmacy systems, the recent trend has been
for states to develop an electronic prescription monitoring
program.14 There is currently no federal ink-on-paper or elec-
tronic prescription monitoring program. The Drug
Enforcement Administration (DEA) supports the develop-
ment of electronic state monitoring programs, and a bill has
been introduced into the U.S. Congress that, if passed, would
create the National All Schedules Prescription Electronic
Reporting (NASPER) program.15

The purpose of this article is to describe the attributes of
a safe and effective state or federal electronic prescription
monitoring program. To be considered effective, a monitor-
ing program must actually reduce the abuse of medicinal
controlled substances. To be considered safe, the program
must avoid unintended adverse consequences. Adverse con-
sequences may include invasion of patient privacy or
interference with the legitimate medical use of controlled
substances for the treatment of pain or other pathological
conditions. The article begins with an overview of the struc-
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ture and function of existing electronic monitoring programs.
This overview includes an analysis of key policy issues. The
article then questions how policymakers can know whether
an electronic prescription monitoring program is achieving a
reduction in substance abuse without producing a “chilling
effect” on appropriate medication use. Next, the article de-
scribes how electronic monitoring programs might be
included within developing pharmaceutical risk management
programs. The article concludes with a summary of five key
factors that can maximize the value of an electronic pre-
scription monitoring program: comprehensiveness, expert
analysis, timely and meaningful feedback, clear standards,
and periodic program review.

PROGRAM FEATURES AND KEY POLICY ISSUES

The creation of electronic prescription monitoring programs
is justified by the nonsystematic nature of medication acqui-
sition and use in the United States. Although manufacturers,
distributors, prescribers, and dispensers are highly regulated
under the law, patients enjoy almost complete freedom to do
as they please in obtaining and ingesting prescription drugs.16

Patients are free to procure prescriptions from any prescriber
they wish, and to have their medication dispensed at any
pharmacy they choose. Patients may use the same physician
and pharmacy consistently, or they may change physicians
and pharmacies as a matter of routine. There is no central-
ized record of the medications that any patient has received.17

Physicians and pharmacists do not regularly share informa-
tion with each other. Without a centralized system, it is
impossible to identify what patient has acquired what medi-
cations from what pharmacy under the authority of what
physician. Drug seekers can exploit this lack of integration
to acquire from different physicians and pharmacies quanti-
ties of pharmaceuticals that no single physician or pharmacist
would allow.

As often occurs when states adopt systems without na-
tional standards for guidance, the approaches taken to the
implementation of state electronic prescription monitoring
programs vary.18 Most states begin their enabling legislation
with a description of the controlled substances to which their
program applies. Pharmacies in the state are then mandated
to report, through electronic data transfer, the dispensing of
these drugs to a centralized source. Usually drugs must be
identified by name, drug code number, strength, quantity,
and date. The patient and the prescriber must also be identi-
fied. The government agency to which the report is made
then does an evaluation of the data. It may assess which
physicians, pharmacists, and patients are associated with
excessive controlled substance use. In some states, it is pos-
sible for physicians and pharmacists who have responsibility
for a patient’s care to acquire from the agency a medication
profile for the particular patient. From this report, physi-
cians and pharmacists can learn whether their patients are

acquiring medications only from them or from other sources
as well. Numerous policy issues have arisen over this close
scrutiny of the prescribing and dispensing of controlled sub-
stances.

Accuracy of data
The lack of accuracy within these electronic monitoring pro-
grams is troubling. Pharmacists report their data using patient
identifiers that are often incomplete or inconsistent, and are
always subject to error. Forged or stolen identification docu-
ments may enable a drug diverter to escape scrutiny. The
increasing incidence of identity theft raises the distinct possi-
bility that a patient is not really the person she or he claims
to be. Even when reported data are accurate, patients may
have similar (or the same) names, similar (or the same) birth
dates, or similar identification numbers. Program adminis-
trators must decide, by examining raw data only, whether
patients who seem the same are in fact the same. When a
physician or pharmacist requests a report for a particular
person, program authorities who assemble the report must
make a judgment about the inclusion or exclusion of infor-
mation that may relate to that person’s medication use or
may reflect medication used by a different person. If pro-
gram administrators decide to emphasize specificity, they will
insist on absolute concordance of received and dispersed in-
formation. This type of monitoring program will result in
underreporting to those who request information. On the
other hand, if program administrators decide to emphasize
sensitivity, combining records that are similar to each other,
then the program will overreport. In either case, the physi-
cian or pharmacist to whom a report is provided cannot
assume that the information received is accurate. The report
may include information for patients other than the patient
for whom it has been requested, or fail to include informa-
tion about the requested patient.

Confidentiality
Confidentiality issues are among the most obvious concerns
when a government agency commands a private business to
deliver to the agency information about many individual citi-
zens who may have believed their information protected from
such disclosure by professional ethics and legal rules restrict-
ing the release of private medical information. Legal rules of
confidentiality have not evolved for pharmacy records as
quickly as they have for medical records. In the not terribly
distant past, pharmacy records contained only limited infor-
mation. They conveyed little about the patient, and were too
poorly organized to permit easy access. Pharmacists now
maintain far more extensive information about patients.19

This information may convey significant facts about patients,20

and be easily accessible if it is electronically maintained.21

Nonetheless, the law has not caught up with this increased
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need for privacy in pharmacy records. Courts have generally
held that pharmacy is a pervasively regulated industry, and
that there is a reduced expectation of privacy in pharmacy
records.22 Information that would be impossible to obtain
from a patient’s physician may be readily available from the
patient’s pharmacist.23 Sharing private information about one’s
patients not only diminishes the respect inherent in the tradi-
tional provider-patient relationship, it threatens the quality
of care by deterring patient disclosure to physicians of infor-
mation that physicians need to know but patients prefer to
keep private.

The constitutionality of ink-on-paper prescription moni-
toring programs was directly addressed in 1977 by the U.S.
Supreme Court in Whalen v. Roe.24 Referring to the New
York triplicate copy prescription program25 as “the product
of an orderly and rational legislative decision,”26 the Court
rejected challenges from patients and physicians who claimed
that the patient-identification aspect of the program would
lead many patients to decline necessary therapies for fear of
being stigmatized as drug addicts. The Court discussed two
relevant constitutionally protected privacy interests: the in-
terest in avoiding disclosure of private matters, and the interest
in independent decision-making.

Describing the high level of security over New York’s
centralized and computerized patient-specific information
(e.g., receiving room protected by a locked wire fence and
an alarm system, access limited to a small number of people,
unlawful release of information punishable by up to 1 year
in prison), the Court ruled that requiring pharmacists to dis-
close information to representatives of the state does not
automatically amount to an invasion of privacy. Acknowl-
edging that “some individuals’ concern for their own privacy
may lead them to avoid or to postpone needed medication
attention,”27 the Court apparently viewed this reduction in
the quality of care as a necessary cost to “prevent unscrupu-
lous pharmacists from repeatedly refilling prescriptions, to
prevent users from obtaining prescriptions from more than
one doctor, or to prevent doctors from overprescribing, ei-
ther by authorizing an excessive amount in one prescription
or by giving one patient multiple prescriptions.”28 In a con-
curring opinion, Justice Brennan expressed apprehension
about the computerized storage of sensitive information, a
practice that was relatively new at the time: “The central
storage and easy accessibility of computerized data vastly
increase the potential for abuse of that information, and I am
not prepared to say that future developments will not dem-
onstrate the necessity of some curb on such technology.”29

With the briefest of explanations, the Court dismissed
the argument that the New York triplicate prescription pro-
gram would interfere with the right of patients to decide
independently, with their physicians, how to acquire and use
needed medication. Noting that the state could prohibit en-
tirely the use of particular controlled substances if it wished,
the Court reasoned that if a drug is available, then the deci-

sion to prescribe it, or use it, is left entirely to the physician
and the patient.30 The Court held that neither the immediate
nor the threatened impact of patient-identification require-
ments in the New York ink-on-paper prescription monitoring
program were sufficient to constitute an invasion of any right
or liberty protected by the Constitution.

The Court left open the possibility that future develop-
ments could change its perspective, but it is difficult to know
whether the widespread dissemination of information under
an electronic prescription monitoring program is the type of
change that would influence the Court’s view of the privacy
issue. In contrast with the New York system reviewed in
Whalen, most state electronic monitoring programs dissemi-
nate huge volumes of sensitive, patient-specific information
to the pharmacies and clinics that request it. The high level
of security associated with the New York program described
by the Supreme Court could not exist for a program that not
only aggregates information, but also distributes it widely.
This widespread distribution of private information to pub-
lic places may create the “potential for abuse” that Justice
Brennan anticipated would require “some curb on such tech-
nology.” A law could be written with severe criminal penalties
for unauthorized disclosure of information by a pharmacy or
clinic, but if imposing penalties for violations of a law were
a certain method of assuring compliance with a law, then
drug diversion would not be the problem it currently is.

Access to palliative care
Twenty years after its opinion in Whalen v. Roe, the U.S.
Supreme Court decided the cases of Washington v.
Glucksberg31 and Vacco v. Quill.32 Widely known for their
rejection of a constitutionally protected right to physician-
assisted death, these two cases have also become recognized
for their possible creation of a constitutionally protected right
to palliative care. Professor Robert Burt was the first to sug-
gest that a majority of the justices joining in these two opinions
held that “states must not impose barriers on the availability
of palliative care for terminally ill patients.”33 At least partly
as a consequence of this interpretation, the American Bar
Association (ABA) House of Delegates passed a resolution on
July 11, 2000, urging federal and state governments to avoid
laws that impose barriers to the provision of quality pain and
symptom management.34 A background report from the ABA
Commission on Legal Problems of the Elderly specifically
referred to ink-on-paper prescription monitoring programs
as a deterrent to the legitimate prescribing of opioids.35

Professor Burt’s argument requires pulling together lan-
guage from footnotes to the majority opinion in both cases as
well as excerpts from various concurring opinions. He con-
cludes: “A court majority effectively required all states to
ensure that their laws do not obstruct the provision of ad-
equate palliative care, especially for the alleviation of pain
and other physical symptoms of people facing death.”36 In
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applying this conclusion to the practice of pain management,
Professor Burt argues that the individual right to palliative
care cannot be overridden by state actions unreasonably bur-
dening access to a physician’s assistance, and that “state laws
restricting the availability of opioids for the management of
pain are the most likely targets for judicial invalidation by
this criterion.”37 He uses the example of ink-on-paper pre-
scription monitoring programs as the type of regulatory
burden that would be the most vulnerable to constitutional
challenge.

An alternative view of the opinions in Glucksberg and
Vacco has been provided by Professor Lois Shepherd. Ac-
cording to Professor Shepherd, the Court’s concern about
pain relief for the terminally ill does not equate to a constitu-
tionally recognized right to palliative care.38 If the justices
were really concerned with state laws restricting the avail-
ability of pain management, they would turn their attention
to these laws, not the laws prohibiting physician-assisted death
that may have an effect on effective palliative care for the
terminally ill.

Professor Shepherd offers a different understanding of a
liberty-based constitutional right to relief of suffering, de-
rived from the “meaning thesis” she advances. She proposes,
purely for the sake of argument, that at the heart of liberty is
meaning, and “that a person may suffer so much that she
cannot, without relief, find meaning in life.”39 Purposefully
rejecting her own proposition, Professor Shepherd concludes
that the liberty-based approach she develops is too limiting,
and that effective legal recognition of the right to be free
from suffering will require making new law, not simply rein-
terpreting existing law.

Any right to be free from unreasonable government re-
strictions on access to palliative care, whether derived from
Professor Burt’s analysis or Professor Shepherd’s alternative
approach, has implications for electronic prescription moni-
toring programs. This would be the case particularly if
empirical data eventually showed that electronic programs
have the same deterrent effect on opioid prescribing as do ink-
on-paper programs.40 The question seems not to be whether
there should be recognition of a fundamental right to pain
management, but how to constitute that right within existing or
newly developed law. Any barriers placed in the way of physi-
cian prescribing, or pharmacist dispensing, of appropriate pain
therapies have the potential to undermine a fundamental right
patients may have to effective palliative care.41

The professional standard of care
It is well-settled that physicians and pharmacists must prac-
tice consistent with the professional standard of care to avoid
malpractice liability and/or administrative discipline. This
rule is as true for prescribing or dispensing controlled sub-
stances in the treatment of pain, as it is for using any other
treatment modality for any other condition.42 There is ample

evidence that physicians and pharmacists have traditionally
perceived greater legal risk for prescribing or dispensing too
much pain medication than for prescribing and dispensing
too little pain medication.43 Recent emphasis on the profes-
sional and institutional responsibility to meet pain patients’
needs, and the adoption of standards of practice that provide
safe-harbor to physicians who adhere to explicit guidelines
in prescribing controlled substances for pain, have enabled
physicians to be more aggressive in prescribing high-dose
opioids and pharmacists to be more willing to fill prescrip-
tions for high-dose opioids. Nevertheless, concerns linger
regarding the specificity of the professional standard of care
and the level of safety that exists within the seemingly en-
lightened drug regulatory community.44

Physicians and pharmacists are required by federal law
to prevent the diversion of controlled substances, and they
share a responsibility to assure that controlled substance pre-
scriptions are issued for a legitimate medical purpose within
the usual course of professional practice.45 A history of ag-
gressive government reaction to the perceived overuse of pain
medications has led to understandable reluctance by physi-
cians and pharmacists to prescribe or dispense high doses of
opioid analgesics, despite recent widely publicized emphasis
on the need to relieve suffering through appropriately high
dosing of opioids for chronic pain. Regulators know that
clinicians cannot be perfect in their assessment of patients,
and that clinicians may unwittingly be duped into prescrib-
ing or dispensing pain medication when they lack full
knowledge of a patient’s pattern of excessive controlled sub-
stance acquisition. However, regulators are intolerant of
physicians46 and pharmacists47 who prescribe and dispense
controlled substances when they can know from readily avail-
able information that a person is a drug seeker who should
not receive these drugs.

The advent of electronic prescription monitoring pro-
grams may be relevant to the standard of care in prescribing
or dispensing controlled substances. Physicians and pharma-
cists will have the ability to know what medications their
patients have received from other physicians or pharmacists.
Given the knowledge-based standard applicable to physicians
and pharmacists in the past, the ability to know more about
a patient’s medication use may lead to a legal duty to obtain
this information before prescribing or dispensing controlled
substances. Perhaps it will become the standard of care to
refuse prescribing or dispensing any controlled substance until
first assuring complete knowledge by accessing a report made
available from the agency administering an electronic moni-
toring program. Not only may the standard require that this
newly available knowledge be obtained from the agency, it
may also require that the information provided by the agency
be used consistent with evidence-based and consensus-driven
practice guidelines.48 Without clear direction on the stan-
dard for use of an electronic monitoring program, physicians
and pharmacists may be left in an uncomfortable quandary,
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wondering what is expected of them and worrying that no
matter what they do it will not be in compliance with the
standard of care. Such confusion could lead to a “play it
safe” decision to avoid prescribing controlled substances al-
together rather than risk malpractice or professional discipline
in prescribing them.

MEASURING PROGRAM OUTCOMES

Due to the recency of their implementation, it is not surpris-
ing that a comprehensive, empirical evaluation of electronic
prescription monitoring programs has yet to be done. Al-
though there are many opinions about their success, facts to
support these opinions are scarce. Empirical studies about
safety and efficacy that compare data from the periods be-
fore and after program implementation within a single state
have not been done. Likewise, statistically valid compari-
sons between states that have electronic prescription
monitoring programs, and those that do not, of the rates of
drug diversion and the deterrent effect on prescribing pain
medication have not been done. These studies would be ad-
mittedly difficult to conduct, but not impossible.

For a preliminary analysis of electronic prescription
monitoring programs, one must rely on anecdotes from pro-
gram administrators in the states where these programs have
been in operation for many years and on inferences from the
ink-on-paper programs. The absence of evidence to support
the safety and efficacy of new electronic monitoring pro-
grams stands in stark contrast with the requirement for hard
evidence to support the safety and efficacy of newly approved
drugs. Furthermore, once they have been placed into wide-
spread use, newly approved drugs are constantly monitored
for the emergence of safety and efficacy issues that were not
apparent during preapproval tests. It seems reasonable to
expect that new drug surveillance systems would be subject
to the same safety and efficacy standards as new drugs. The
public deserves some level of assurance that electronic pre-
scription monitoring will be a benefit to diversion control
and not detrimental to pain management.

The evaluation of any program requires initial goal-set-
ting to define the parameters against which the program will
be measured. There are three reports available from which
to determine general programmatic goals. The reports have
been produced by the DEA,49 the Alliance of States with
Prescription Monitoring Programs (ASPMP),50 and the Wis-
consin Pain & Policy Studies Group (WPPSG), three groups
that are keenly interested in electronic prescription monitor-
ing programs.51 The WPPSG report is the capstone of a series
of reviews provided over the previous decade by David
Joranson and his colleagues in Wisconsin. All three of the
reports recognize structure and process goals with which
electronic monitoring programs should comply.52 More im-
portantly, the reports recognize two key outcome goals for
these programs: reducing the abuse of pharmaceutical con-

trolled substances, and not interfering with legitimate medi-
cal practice.53 These two goals are fully consistent with
congressional intent in the enactment of controlled substance
legislation.54 Thus, a successful electronic prescription moni-
toring program is one that reduces the abuse of pharmaceutical
controlled substances and does not interfere with the legiti-
mate use of controlled substances.

Evidence for the reduction of substance abuse
It may be difficult for researchers to find a direct correlation
between the ultimate outcome of reduced substance abuse
and the implementation of electronic prescription monitor-
ing programs, even if such a correlation exists. Yet, despite
the difficulty of outcomes research, it is outcomes to which
the health care community has turned for meaningful pro-
gram evaluation. For example, no longer is it deemed
sufficient for a hypertension program to reduce the blood
pressure of hypertensive patients without additional evidence
that strokes and heart attacks have also decreased. Continu-
ing education programs with the most highly respected
speakers and the most up-to-date handouts are pointless if
the professional practices of those who attend the programs
do not improve as a result of their attendance. Similarly, if a
state electronic prescription monitoring program only makes
practitioners more aware of diversion or reports that arrests
of drug seekers are increasing, then their value is limited.
The expectation is that the programs are having some effect
on the level of substance abuse. It is results that matter. Dif-
ficult though it may be to do, it is not unreasonable to expect
program administrators to provide clear evidence of positive
outcomes from their programs.

There is disagreement as to whether ink-on-paper pre-
scription monitoring programs reduce substance abuse.
Joranson and Gilson, from the WPPSG, write: “There is
little evidence to demonstrate that government prescriptions
actually prevent drug misuse and diversion.”55 In contrast,
the ASPMP report says: “States have found that prescription
monitoring programs are among the most effective tools avail-
able to identify and prevent drug diversion at the prescriber,
pharmacy and patient levels.”56 However, there is no men-
tion in the ASPMP report of any data substantiating a
reduction in substance abuse. Of the three reports, the DEA
report contains the lengthiest analysis of the effectiveness of
prescription monitoring programs, but its contents warrant
careful scrutiny. The editor’s note preceding the report ac-
knowledges that the report relies on both statistics and
anecdotes.57 In fact, the report contains very few statistics
and a great many anecdotes. As one might expect from anec-
dotes provided primarily by the administrators of state
prescription monitoring programs, the language is almost
uniformly descriptive of programmatic success.

Of the relatively sparse statistics included in the report,
those from Oklahoma are of particular note.58 Oklahoma
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implemented its electronic prescription monitoring program
in 1991, the first in the country. According to the DEA re-
port, between 1991 and 1995 there was a significant reduction
in the number of dosage units of controlled substances seized
by law enforcement authorities in Oklahoma, as compared
with the period between 1986 and 1990. One could con-
clude from this that the reduction in the number of dosage
units seized by law enforcement authorities was the result of
the monitoring program, and thus that the statistics support
success of the program. However, the DEA report also indi-
cates that between 1989 and 1995 there was a steady increase
in the number of death certificates indicating the involve-
ment of controlled substances (from 31 in 1989 to 109 in
1995); the majority of these deaths were from the use of
pharmaceutical controlled substances. From this informa-
tion, one could conclude that the abuse of pharmaceutical
controlled substances actually increased dramatically during
the first years of the electronic prescription monitoring pro-
gram, and that the program was not a success. The point in
mentioning these statistics is not to conclude with certainty
that the Oklahoma program was successful or not. The point
is that the statistics provided by the DEA report do not per-
mit any definitive conclusion to be drawn.

More persuasive evidence of program success in certain
metropolitan areas may be available from the data aggre-
gated semiannually by the Drug Abuse Warning Network
(DAWN), under the auspices of the federal Substance Abuse
and Mental Health Services Administration (SAMHSA).59

These data are based on “drug episodes” and “drug men-
tions,” as reported by a sample of hospitals operating 24-hour
emergency departments across the country. The trends in
major substances of abuse for a metropolitan area, as de-
scribed by the DAWN data, could be correlated with the
presence or absence of an electronic prescription monitoring
program in the state from which the data are obtained. Trends
within a state could be examined both before and after a
program had been adopted. If available, other measured in-
dicators of substance abuse also could be used to measure
the success of an electronic prescription monitoring program
in reducing the abuse of pharmaceutical controlled substances
— for example, medical examiner data recording deaths due
to diverted controlled substance abuse or data summarizing
the identity of drugs seized by law enforcement “on the street.”
Program administrators should be given wide latitude to study
whether their programs are reducing diversion, but some
evidence beyond enthusiastic anecdotes should be required.

Evidence for unintended interference with prescribing
There is also widespread disagreement over whether pre-
scription monitoring programs deter the appropriate
prescribing and dispensing of opioid analgesics to treat pain.
However, there are more data available to evaluate this pos-
sible effect of prescription monitoring programs.

A background of tension exists between drug control
authorities and health care practitioners regarding the en-
forcement of controlled substance laws.60 The concern is
that a poorly constructed electronic prescription monitoring
program could exacerbate the existing tension and cause
health care practitioners to prescribe less pain medication
than might otherwise be clinically called for. Although pre-
scription monitoring programs have been developed and
administered by highly motivated people who genuinely wish
no pain patient to be deprived of necessary pain medication,
they cannot change the background against which their pro-
grams operate.

There is a large body of research documenting what has
become referred to as a “chilling effect” on the prescribing
of pain medications by ink-on-paper prescription monitor-
ing programs. This literature has been reviewed elsewhere.61

In the WPPSG report, Joranson and Gilson write: “research
has documented that the implementation of government pre-
scription programs is associated with decreased prescribing
of Schedule II drugs.”62 They conclude that “although ad-
ministrators of prescription monitoring programs assert that
quality of care is not compromised, empirical evidence sug-
gests otherwise.”63

Denial of a deterrent effect on prescribing by prescrip-
tion monitoring programs has been the consistent message
of controlled substance authorities. In 1989, a DEA offi-
cial concluded that “the law is not the problem in providing
an adequate supply of drugs, particularly narcotics, to
patients for the treatment of intractable pain.” The official
continued: “I do not think that lack of availability can be
explained by a triplicate prescription system or any similar
restrictions.”64

The recent DEA report responds with sarcasm to the
suggestion of a chilling effect. The agency’s position differs
significantly from the report of the ABA Commission on
Legal Problems of the Elderly, issued the same month as the
DEA report (April 2000). The ABA report summarizes stud-
ies confirming that “drug anti-diversion policies do have an
effect on the rate of prescriptions for, and perhaps increase
the use of, less effective or even harmful medications.”65 The
ABA report cites other studies to support its conclusion that
“the criminal law has failed to protect patients and families
and has significant power to deter appropriate pain manage-
ment for dying patients.”66 Without analyzing these studies,
or even referencing them, the DEA report pejoratively refers
to a “parade of physicians” who have testified that regulatory
scrutiny has had an adverse effect on the relief of pain.67

Referring with disbelief to what it describes as the “alleged”
chilling effect,68 the agency report concludes that state pre-
scription monitoring programs appear “not to have any impact
on the overall consumption and prescribing of analgesic
drugs.”69

The DEA report documents that there has been a na-
tional increase in the use of pain medications over the past
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decade, coinciding with the implementation of state elec-
tronic prescription monitoring programs.70 Data from various
states that currently operate these programs also show an
increase in overall prescribing of pain medications during
the time these states’ programs have been in operation. This
absolute increase in prescribing is offered as evidence that
the programs have had no chilling effect on the prescribing
of pain medications. It is not a persuasive argument. Tre-
mendous efforts were undertaken during the past decade to
encourage physicians to prescribe, and pharmacists to dis-
pense, high doses of opioids and other necessary drugs to
treat pain.71 These efforts were initiated in response to widely
recognized deficiencies in pain management.72 As a result of
these efforts, one would expect overall prescribing of pain
medications to increase dramatically even with a significant
chilling effect.

To discern the presence or absence of a chilling effect,
one must consider not how many pain management medica-
tions have been prescribed, but how many pain management
medications have not been prescribed. This is a far more
difficult task than merely counting the volume of drugs dis-
tributed to a state or prescribed within a state. It is an
undertaking that requires systematically asking physicians
whether they have refrained from prescribing under circum-
stances when they otherwise would have due to the
monitoring program. This is the technique used by many of
the researchers who published the scientific studies that were
cited in the ABA report but ignored in the DEA report.

An electronic prescription monitoring program may deter
legitimate prescribing not only by raising the threat of disci-
plinary or criminal action, but also by creating confusion
between the concepts of addiction and pseudoaddiction.73 A
physician who receives information from a monitoring pro-
gram indicating that a patient has a history of receiving pain
medication from several different physicians may conclude
that the patient is an addict for whom pain medications should
no longer be provided. However, the patient may instead be
a pseudoaddict whose pain has not been controlled by
subtherapeutic analgesic doses and who is seeking relief of
pain, not support of an addiction. A description of the amount
and frequency of medication use cannot, by itself, provide
the richness of information that a clinician needs to accu-
rately evaluate a patient.74 It is a beginning, not an ending. If
the availability of program reports leads physicians to seek
no further information, then legitimate patients may be
wrongly labeled as “addicts” and their pain medication dis-
continued.

Further research is needed before even preliminary con-
clusions can be drawn about the existence of a deterrent
effect on prescribing by state electronic prescription moni-
toring programs. Perhaps the documented deterrent effect of
ink-on-paper prescription monitoring programs is simply the
result of the inconvenience caused by the required use of
special forms, and the constant reminder of regulatory over-

sight that is produced by the physical presence of special
forms. These are factors that would be irrelevant with an
electronic program. Perhaps the only prescribing that is de-
terred by an electronic monitoring program is inappropriate
prescribing, and the reality is that appropriate prescribing
remains unaffected by these programs. On the other hand, it
may be that electronic monitoring programs have a signifi-
cant deterrent effect on appropriate prescribing and that
patients in pain are needlessly suffering because of them.
State administrators of electronic prescription monitoring
programs should empirically investigate these and other rel-
evant issues, in collaboration with health care providers and
academic researchers who share the administrators’ com-
mitment to reducing substance abuse without adversely
affecting patient care. Significant expenditures are being made
to operate these electronic monitoring programs, and at least
a tiny fraction of that amount should be devoted to scientifi-
cally valid program evaluation.

Coordinated system monitoring
The problems faced by state and federal authorities in pre-
venting substance abuse and not interfering with legitimate
medication use are in many ways similar to the problems
being addressed by the federal Food and Drug Administra-
tion (FDA), state boards of pharmacy, and government
prescription drug payment plan administrators (primarily
Medicaid and pharmaceutical programs for the elderly) in
promoting quality medication use. Each of these organiza-
tions seeks to balance providing access to appropriate and
necessary pharmaceuticals with denying access to inappro-
priate and unnecessary pharmaceuticals. One measure of
programmatic success for an electronic prescription moni-
toring program might be the degree to which it can show
cooperation and coordination with these other programs in
the development of a balanced, systematic approach to the
improvement of drug therapy. Improving the quality of medi-
cal and pharmacy practice will reduce drug diversion.

The FDA has acknowledged that there are limits to what
can be done centrally to protect patients from harm due to
adverse drug events.75 Currently, reporting of adverse drug
events is not mandatory for health care professionals. Prob-
lems with drugs do not become evident until well after harm
has already occurred in a significant number of individuals,
and at that point the drastic step of withdrawal from the
market may be the only recourse. The large majority of pa-
tients for whom a withdrawn drug has been safe and effective
will be denied access to it, to protect the small minority for
whom the drug is unsafe and/or ineffective. An expanded
electronic prescription monitoring program could facilitate
the early discovery of drug-related problems (at first with
controlled substances and later with other newly approved
drugs), through the provision of reports by pharmacists within
the existing electronic prescription monitoring system. In
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the future, through the use of this systematically obtained
information, the FDA and the DEA could cooperate in a way
that they could not have in the past.76

State boards of pharmacy and state-administered Med-
icaid programs have long monitored medication use through
prospective and retrospective drug use review.77 Pharmacists
are required in most states to evaluate prescriptions prior to
dispensing them, to discover, among other things, potential
problems such as clinical abuse or misuse. A state drug use
review board periodically examines aggregate data to iden-
tify trends in the inappropriate use of medications.
Surveillance programs focusing primarily on controlled sub-
stances have discovered Medicaid recipients who are
overusing the program, and in some states patients can be
“locked in” to a single physician or pharmacy provider to
prevent duplicative care. These programs could be coordi-
nated with electronic prescription monitoring programs to
their mutual benefit. Other programs that produce data that
could be usefully coordinated with an electronic prescrip-
tion monitoring program include the DEA’s Automation of
Reports and Consolidated Orders System (ARCOS)78 pro-
gram and data from the DEA’s mandatory reports of theft or
loss of controlled substances.79 Both of these programs sig-
nificantly assist in understanding the profile of drugs released
for use within the closed system of controlled substances and
the ways in which they leak from the system.

The goals of enhanced drug safety and improved drug
therapy are much sought after by interests both within and
outside the health care professions. The concept of “phar-
maceutical care” has been developed to promote a systematic,
organized approach to drug therapy that correlates therapeu-
tic outcomes from the provision of pharmaceutical products
and services, with the structures and processes of their provi-
sion.80 To the extent that deficits in knowledge or information
are a part of existing problems with drug therapy, electronic
prescription monitoring programs could provide part of the
solution. The improved quality of patient care resulting from
pharmacists’ providing patient data to a centralized over-
sight agency and the agency’s providing meaningful feedback
to pharmacists and physicians could lead to the valuable added
effect of deterred diversion and abuse. The emphasis of regu-
lation could turn dramatically from the unintended adverse
consequences of law enforcement to the intended beneficial
effects of enhanced quality of care. There are synergies be-
tween drug abuse prevention programs and medical quality
assurance programs. These synergies could be exploited to
both promote patient health and protect public health.

ATTRIBUTES OF AN EFFECTIVE ELECTRONIC PRESCRIPTION

MONITORING PROGRAM

The effectiveness of any program depends not only on the
program’s own characteristics, but also on the environment
within which the program operates. An effective electronic

prescription monitoring program requires law enforcement
personnel who are aggressive in the prosecution of controlled
substance diversion, as well as professional licensing boards
that have zero tolerance for those licensees who abuse the
privilege of prescribing or dispensing controlled substances.
Regulated professionals will respect the integrity of the sys-
tem only if system requirements are enforced meaningfully
and consistently. Success will require the availability of high
quality continuing education programs on pain management
and the appropriate use of controlled substances for other
medical conditions. Success will, above all else, require a
trusting atmosphere, where regulatory authorities and health
care practitioners can communicate openly to avoid misun-
derstandings.

A successful prescription monitoring program supple-
ments good law enforcement and health care practices. It
does not replace them. There will of course be leaks within
any system. The small minority of physicians, pharmacists,
and patients who are gaming the system in the absence of an
electronic monitoring program will certainly find ways to
continue doing so once a program is in operation. A high
level of reliance on an electronic monitoring program to end
diversion of controlled substances may result in disappoint-
ment if traditional law enforcement techniques are not
continued.

Besides an environment that promotes consistent law
enforcement, education on pain management, and openness
in communication between health care professionals and
regulatory authorities, an effective electronic prescription
monitoring program will require comprehensiveness, expert
analysis, timely and meaningful feedback, clear standards,
and periodic program review.

Comprehensiveness
Information that provides only part of a story may be worse
than nothing. Consequently, an effective electronic prescrip-
tion monitoring program must be comprehensive in the data
it collects. First, this means that the program must require
the reporting and aggregation of data from the dispensing of
all controlled substances. A program that requires reporting
only Schedule II controlled substances cannot address prob-
lems that may result from a shift in use by abusers to Schedule
III controlled substances. Likewise, a program that requires
reporting only opioid controlled substances may fail to de-
tect problems with, say, the abuse of benzodiazepines. Under
federal law, any controlled substance is so classified because
it has an actual or relative potential for abuse. Thus, no
subgroup of controlled substances should be excluded.

Second, this means that the program must be flexible
enough to allow program operators to also collect data on
any other medication that is not a controlled substance but
has been implicated as a substance of abuse in the particular
state. For example, in some areas, the drug carisoprodol has
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been identified as a substance of abuse, even though it is
not classified as a controlled substance under federal law.81

In those areas, the prescription monitoring program should
require reporting carisoprodol and any other drugs that
are known to be associated with abuse. A complete picture
of abuse may not be available if program administrators
and health care practitioners are denied knowledge of the
full range of abusable drugs that are being dispensed to
patients.

Occasionally there are drugs that become identified with
substance abuse even though they are not, by themselves,
considered drugs of abuse. There is a pharmacologic quality
of antihistamines, for example, that leads to potentiation of
the beneficial analgesic effects of opioids. This quality has
been exploited by substance abusers to enhance the abuse
characteristics of certain controlled substances. Tripelen-
namine is an antihistaminic drug that has been used in this
way. It has been combined with paregoric (for a combination
known by abusers as “blue velvet”)82 and with pentazocine
(for a combination known as “T’s and Blues”).83 Both par-
egoric and pentazocine are controlled substances, but one
might identify them as substances of abuse only if one knew
that they were being used with tripelennamine. The failure
to include tripelennamine as a reportable drug in an area
where the drug is known to be used in combination with
opioids by drug abusers would give only a partial picture of
the pattern of abuse in that area.

A comprehensive electronic prescription monitoring
program should include not only all controlled substances
and possible substances of abuse, but all pharmacies as well.
This would require that mail-order and Internet pharmacies
filling prescriptions for out-of-state patients report to the elec-
tronic monitoring programs within those patients’ states.

Expert analysis
The state agency running the electronic prescription moni-
toring program should have sufficient expertise to evaluate
the significance of a pattern of dispensing that may be evi-
dent from the aggregated data. A state department of health
or a state board of pharmacy would meet this criterion. A
law enforcement agency would not because those untrained
in health care would not be qualified to distinguish between
appropriate and inappropriate therapy. Reporting to a health
care agency carries with it the added assurance for physi-
cians and pharmacists that a health care colleague would be
reviewing their practices, not a law enforcement officer. This
may make it more likely that innovative pain management
practices would be adopted by physicians and pharmacists,
since they would be secure in the knowledge that their ac-
tivities would be measured against health care standards rather
than law enforcement standards.

However, simply because an agency focuses on public
health care needs does not necessarily mean that someone

with special expertise in pain management or substance abuse
will be available to evaluate the reported data. It will prob-
ably be necessary to appoint an expert committee to
periodically review both specific cases and general trends in
medication use. The expert committee should be comprised
of physicians, pharmacists, law enforcement personnel, and
others who can bring to the analysis their disciplinary per-
spectives. The expert committee should provide general policy
guidance to staff, and assist with specific applications of the
policy as needed.

Timely and meaningful feedback
Effective electronic prescription monitoring programs will
provide timely feedback to physicians and pharmacists who
have accepted responsibility for a patient’s care. The quality
of a patient’s drug therapy can be vastly improved if those
who prescribe, dispense, and monitor the therapy have a
complete record of medications received by the patient. This
information may be particularly important for a new patient,
but it can also help coordinate ongoing care for a patient
who is being treated by several different providers. A medi-
cation profile provided to a pharmacist or a physician by an
electronic prescription monitoring program will be the most
useful in constructing trends in medication use over time,
rather than identifying an acute problem at a particular time.
Pharmacists and physicians can discover, from a centrally
reported history of medication use, those patients who are
not being honest about their controlled substance acquisi-
tion, as well as those who may have forgotten the medications
they have used or never realized that a controlled substance
had been prescribed for them. It is important that this infor-
mation be made available to the physician or pharmacist on
the same day it is requested. Immediate electronic access to
the information would best facilitate quality care.

The opportunity to improve therapy would be enhanced
if the information aggregated were not simply a list of drugs
dispensed to a patient, but also contained information about
the perceived effectiveness of care. For example, pain pa-
tients could be asked to report a pain score every time a
report is requested by a physician or pharmacist from an
electronic prescription monitoring program administrator.
Other simple questions about access to pain therapies and
satisfaction with pain therapies could be included in the in-
formation being requested of the patient. The patient’s
responses could then be included in the request submitted by
the physician or pharmacist, and they could be entered into
the database by the program administrators. A history of the
responses for each patient, along with a list of the medica-
tions dispensed, could be included in the reports sent to
requesting physicians and pharmacists. From this informa-
tion it would be possible to evaluate not just the types and
number of medications used over time, but also the patient’s
perceived effectiveness of the medications over time.
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Clear standards
The availability of comprehensive information about a patient’s
controlled substance use will enable pharmacists and physi-
cians who fully utilize the services of an electronic prescription
monitoring program to improve the quality of care they pro-
vide to their patients. The opportunity to improve medical
care is both exciting and daunting. Health care providers
need to know the standard of practice against which they
will be judged if the care they provide is evaluated by licens-
ing boards or in malpractice proceedings. Uncertainty of
standards may lead to risk-averse medical and pharmacy prac-
tices that return pain management to the uniform “start low,
go slow” approach of times past. A flexible and balanced
approach to the use of program reports should encourage
improvements in care and collaboration among a patient’s
health care providers. Standards should produce both de-
creased prescribing for patients who have received too many
controlled substances and increased prescribing for patients
who have received too few.

Patient reports transmitted to pharmacists and physi-
cians from an electronic prescription monitoring program
could include relevant clinical and regulatory guidelines for
the use of controlled substances, along with legal require-
ments for the use of the same controlled substances. Physicians
and pharmacists could then compare the patient’s actual use
of controlled substances with the guidelines provided by the
program. As the sophistication of a state’s program devel-
ops, it could individualize the included information to reflect
specific parameters of a single patient’s drug use. Physicians
and pharmacists would be supported in their care of patients
through the provision of guidelines for clinical care. They
would be enabled to prescribe and dispense appropriately
high doses of opioid analgesics to treat pain for patients whose
report indicated a need for aggressive therapy based on the
distributed guidelines.

Periodic program review
The primary goal of each state electronic prescription moni-
toring program is to reduce substance abuse without adversely
affecting the appropriate use of controlled substances in le-
gitimate medicine. Each state programs must be continually
evaluated vis-à-vis this goal. The precise criteria for evalu-
ation may vary from state to state, and the criteria may
change over time within a state, but program evaluation
must show whether specified criteria have been met within
a given timeframe in each state. States with similar evalua-
tion criteria may be able to compare their program evaluations
to determine what approaches to program implementa-
tion can be expected to produce the best results.
Programmatic changes within a state can be monitored
from one year to the next to determine whether antici-
pated program enhancements actually led to the achievement
of stated goals.

A benchmark for program accuracy should be estab-
lished. Physicians and pharmacists should be told both the
benchmark and how accurate the program actually is. Ad-
ministrators should empirically measure how often they
accurately include in their patient-specific reports all the in-
formation reported to them for a given patient (a specificity
problem), without inaccurately including information re-
ported for a different patient (a sensitivity problem). For
example, if the program’s goal is to be accurate 90 percent
of the time, then program administrators should, first, learn
how often that goal is met and share this information with
those who request reports. Second, if empirical data show
that a program’s reports are completely accurate only 80
percent of the time, then physicians and pharmacists should
be told that there is a one in five chance that a given report
may contain an error.

The process of programmatic goal-setting should reflect
the interests of both the law enforcement community and
the health care community. A program that has the potential
to meet the needs of both should not be satisfied with having
achieved only a part of its potential. Ultimately, it will be the
state legislature that determines whether the demonstrated
success of the program warrants continuation.

CONCLUSION

The maximum value from electronic prescription monitor-
ing programs will be realized in states that design them as
health care programs with significant law enforcement ben-
efits. The goals of improved drug therapy and reduced
controlled substance abuse are not mutually exclusive; they
can be synergistic. However, the implementation of uncoor-
dinated programs, each pursuing one of these goals, has in
the past led to distrust and antagonism between law enforce-
ment personnel and health care providers. This antipathy
has perpetuated the suffering of both pain patients and the
victims of substance abuse. Properly designed and imple-
mented electronic prescription monitoring programs have
the potential to create a collaborative regulatory environ-
ment that reduces substance abuse. Rather than merely
not deter appropriate pain treatment, they can actually
improve the quality of drug therapy involving controlled
substances, including opioid analgesics. Yet, the value of
these programs should not be assumed; it should be em-
pirically examined through systematic evaluations. Not
enough is yet known about electronic prescription monitor-
ing programs to conclude how they are best designed or
implemented. Anecdotes abound, but scientific data are
sparse. Existing programs should conduct evidence-based
evaluations, and newly developing programs should likewise
incorporate evaluations into their procedures. Programmatic
changes should be made to reflect what is learned about
structures and processes that are associated with positive
outcomes.
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